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ABSTRACT

Data de-identification is the one of the technique that preserves individual data privacy and provides useful information of
data to the analyst. However, original de-identification techniques like k-anonymity have vulnerabilities to background
knowledge attacks. On the contrary, differential privacy has a lot of researches and studies within several years because it
has both strong privacy preserving and useful utility. In this paper, we analyze various models based on differential privacy
and formalize a differentially private model on financial data. As a result, we can formalize a differentially private model on
financial data and show that it has both security guarantees and good usefulness.
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Table 1. The original data for credit status

Job Age Sex Credit 'sFatus
(sensitive)
Engineer 33 M O
Engineer 31 M X
Professor 34 M X
Professor 49 F X
Architect 43 F X
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Writer 39 M @)
Poet 38 M @)
Dancer 36 M @)
Dancer 37 M @)

Table 2. Credit status data with 3-anonymity

Job Age Sex Credit .s.tatus
(sensitive)

Professional | (30~40) M )
Professional | (30~40) M X
Professional | (30~40) M X
Professional | (40~50) F X
Professional | (40~50) F X
Professional | (40~50) F X

Artist (30~40) M o}

Artist (30~40) M o}

Artist (30~40) M o}

Artist (30~40) M o}
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3) Response with |
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Original DB

Fig. 2. Differential privacy models with online
query systems

Data curator

1) Conductsa
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Data analyst private data
3) Query release
<;If algorithm
—— 2) Rel
4) Response ) Release
with noise — —
Sanitized DB Original DB

Fig. 3. Differential privacy models with data
release
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Table 3. A contingency table for Fig.4

Job Sex Age | Credit status
Professional | (30 ~ 40)| M Yes=2, No=2
Professional | (40 ~ 50) | F Yes=0, No=2

Artist (30 ~40)| M Yes=5, No=2

TDS(Top-Down Specialization) (20)¢] %=
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series)ol] &2k 2% Zzloln|Al 714l DPTrie
(21)% "} it ole ke e A¥sHL), A
AHN), 2¥8HH) 22 vehfle] 1 Fo AZPERE

Nl o
1‘1 o

R

[ Job [ Age

|_Any_job | [20~90)

Professional | [30~50) | Any gender | 6 |

| Professional | [20~40) \ Male [ 3 ]

L] /
[ Professional | [40~50)| - Female ]
.

Gender | Count |
Any gender | 10|
[ Artist [120~50) | Any gender | 4 ]
[ arist  [[30~40)] Female [ 4 |
.

* Counts with noise addition

Fig. 4. A taxonomy tree example for Table 1
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Fig. 6. An example for Table 1 using decision
tree algorithm
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Algorithm 1. Differentially private ID3
algorithm(39)

1: def DPID3( T, A, C,d, 3)

2:  Input: Private dataset 7", a set of
attribute A={A4,,..., 4,), class
attribute C, maximal tree depth d
and differential privacy budget

3. Output: Differentially private ID3
taxonomy tree

B

2d

5:  Build_DPID3( T, A4, C.d, e)

4: e=

6: def Build_DPID3( T} A4, C,d, ¢)
T t= maxALEA|A|
8 Np=#T+M, (AQ/e)
. Nr 2 o
9. if (A= or d=0 or m<?)
10: for ¢ in C-:
11: T.={r€T|3cEC)
12: N=#T,+M (AQ/e)

13: return a leaf labeled with argmax,(2V,)

14:  A=My(T A,q.e)

15: for i in A:

16: T, ={VrETI|Jic A}

17: subtree, =Build_DPID3( T}, AN A,
c,d—1,¢)

18: return a taxonomy tree
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